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INTRODUCTION

When we began writing this book, we had a fundamental
tenet: Write a clear handbook for creating the
organization’s IT audit function and for performing their
IT audits. We wanted this book to provide more than
checklists and textbook theories and instead to provide
real-life practical guidance from people who have
performed IT audit work day in and day out in real
corporations. If we’ve been successful, reading this book
will accomplish three objectives for the reader, above
and beyond what can be obtained from most IT auditing
books and classes:

Guide the reader in how to perform the IT audit
function in such a way that the auditors

maximize the value they provide to the company.

Part I of this book is dedicated to providing practical
guidance on how to perform the IT audit function in such
a way that it will be considered an essential and
respected element of the company’s IT environment.
This guidance is pulled from years of experience and best
practices, and even the most experienced of IT auditors
will find a plethora of useful tools and techniques in



those chapters.

Enable the reader to perform thorough audits of
common IT topics, processes, and technologies.

Part II of this book is dedicated to guiding the reader
with practical, detailed advice on not only what to do but
also why and how to do it. Too many IT audit resources
provide bullet-oriented checklists without empowering
the auditor with enough information to understand why
they’re performing that task or how exactly to
accomplish the step. Our goal is to fill that gap for the
reader.

Give the reader exposure to IT audit standards
and frameworks, as well as the regulations that

are currently driving the IT audit profession.

Part III focuses on standards and frameworks such as
COBIT, ITIL, and ISO 27001, as well as regulations such
as Sarbanes-Oxley, HIPAA, and PCI. Another goal of this
section is to demystify risk assessment and management,
which is required by most regulations.

A wealth of knowledge and resources for hardening
systems and performing detailed penetration tests are
available in other texts. That is not the focus of this book.
In our experience as auditors, we have been called on
more often to judge the quality of internal controls from
an insider’s standpoint. Therefore, the majority of audit
steps in this book are written with the assumption that
the auditor has full access to all configuration files,



documentation, and information. This is not a hackers’
guidebook but is instead a guidebook on how an auditor
can assess and judge the internal controls and security of
the IT systems and processes at his or her company.

HOW THIS BOOK IS ORGANIZED
This book is organized into three parts. Part I, “Audit
Overview,” helps you understand the IT audit process,
how to build and maintain an effective IT audit team,
and how to maximize the value of the IT audit function.
Part II, “Auditing Techniques,” then helps you
understand what specific components or audit steps
might be necessary for an audit of a specific system or
process. Finally, Part III, “Frameworks, Standards,
Regulations, and Risk Management” covers the
frameworks, standards, regulations, and risks that
govern the scope of the audit function.

Audit Technique Chapters

Part II contains a series of suggested audit programs or
techniques for commonly audited systems and processes.
The chapters in this section are structured to help you
quickly digest the information that’s most useful to you.

Background
This part of the chapter contains information about the
topic’s history or background information that helps you
acclimate to the subject matter.

Auditing Essentials



For chapters dealing with a specific technology, this part
of the chapter describes getting around within the
technology and introduces you to basic concepts,
commands, and tools.

Test Steps
This is the meat of the chapters in Part II and provides
details about what the auditor should look for, why they
should do so (that is, what risk is being addressed), and
how the step can be performed.

This is the audit step that should be performed
The text immediately following the step states why this
step is important. This section states the reason why,
such as the risk and business need, the step should be
performed.

How
This describes how to perform the step. We commonly
use design elements such as tables and code listings to
help you navigate the content.

This is an example code listing.

Tools and Technology
This section lists the tools used in the test steps and
other tools not covered but mentioned as popular for
more closely examining the technology. The purpose of
this is to provide in a shortened format some of the tools
readers might want to consider as they look further into



the technology.

Knowledge Base
This section provides a list of websites and books where
readers can find more information about the topics
covered in the chapter. We can’t discuss everything, but
we can point to places where others discuss more than
you could possibly want to know.

Master Checklist(s)
This check-boxed table summarizes the steps listed in
the chapter. Similar to other checklists, you may need to
customize this according to what makes sense to you and
what you consider to be your own high priorities.

A FINAL WORD TO OUR READERS
Thank you for taking the time to read this book.
Technology continues to evolve, and audit techniques
need to evolve as well. In the years since the second
edition of this book was released in 2011, areas such as
cybersecurity and big data have matured and entered the
mainstream. In this third edition, you will find all-new
chapters providing guidance on auditing cybersecurity
programs, big data and data repositories, and new
technologies (technologies that aren’t specifically
covered in this book). In addition, all other chapters have
been updated and enhanced to reflect recent trends and
advances.

We have put countless hours and enormous effort into



creating something we hope will be useful for you. Read
this book all the way through, and then, when you are
done using it as a tutorial, you can keep it around as a
reference. Auditing is a detail-oriented job, and it is easy
to get overwhelmed and overlook something. In addition,
it is easy to get in over your head. This book is a great
place to start, learn, and expand on what you know. We
hope you enjoy reading this book as much as we enjoyed
writing it. Good luck in all your audits.



PART I

Audit Overview

  Chapter 1        Building an Effective Internal
IT Audit Function

  Chapter 2        The Audit Process



CHAPTER 5
Auditing Data Centers and
Disaster Recovery

Information technology (IT) processing facilities,
usually referred to as data centers, are at the core of
most modern organizations’ operations, supporting
almost all critical business activities. In this chapter we
will discuss the steps for auditing data center controls,
including the following areas:

•   Physical security and environmental controls
•   Data center operations
•   System and site resiliency
•   Disaster preparedness

BACKGROUND
Ever since the first general-purpose electronic computer
(the Electronic Numerical Integrator and Computer, or
ENIAC) was created in 1946, computer systems have had
specific environmental, power, and physical security
requirements. Beginning in the late 1950s, as mainframe
computers became more widely available, data centers
were created for the express purpose of meeting these
requirements. Now, many organizations have their own



data centers or co-locate their systems in a shared
facility, although more and more companies are using
the cloud for services that were previously hosted in
dedicated or co-located data centers (see Chapter 16 for
further discussion of this concept).

Today’s data centers provide physical access control
infrastructure, environmental controls, power and
network connectivity, fire suppression systems, and
alarm systems. This data center infrastructure is
designed to maintain a constant optimal computing
environment. The auditor’s role is to verify and validate
that all of the necessary systems and procedures are
present and working properly to protect the
confidentiality, integrity, and availability of the
company’s systems and data.

DATA CENTER AUDITING
ESSENTIALS
A data center is a facility that is designed to house an
organization’s critical systems, which comprise computer
hardware, operating systems, and applications.
Applications are leveraged to support specific business
processes such as order fulfillment, customer
relationship management (CRM), and accounting. Figure
5-1 shows the relationships among data center facilities,
system platforms, databases, applications, and business
processes.



Figure 5-1   Data-processing hierarchy

As you can see, data center facilities are at the
foundation of the hierarchy, which is why it is so
important that they have the necessary controls to
mitigate risk. Major data center threats include the
following:

•   Natural threats, such as weather events, flooding,
earthquakes, and fire

•   Manmade threats, such as terrorist incidents, riots,
theft, and sabotage

•   Environmental hazards, such as extreme
temperatures and humidity

•   Loss of utilities, such as electrical power and
telecommunications

You may notice that most of these threats are physical
in nature. In this age of advanced technology, it is easy to



forget the importance of physical controls and focus your
energy on logical controls. However, even with excellent
logical access controls in place, these physical threats can
compromise your systems’ security and availability.

For those who have not worked in a data center
environment, data centers can be a little overwhelming.
Particularly in large environments and co-located
facilities, data center access might be experienced
through intimidating man-traps (doors specifically
designed to allow only one person through at a time),
physical guards, biometric readers, and card-key-access
authentication systems.

Once you pass into the computing environment, you
should notice racks of computer systems sitting on a
raised floor. Most of the time, miles of power and
network cables are run beneath the raised floor, although
many data centers run cables through open conduits that
hang from the ceiling. You also will notice generators,
large power conditioners, and UPS (uninterruptible
power supply) devices or rooms filled with batteries to
ensure that clean, uninterrupted power is available at all
times. Most data centers have industrial-strength
heating, ventilation, and air conditioning systems to
maintain optimal temperature and humidity levels
within the facility.

The brain of the data center facility is the control
center. It usually consists of a series of consoles and
computer monitors that are used to monitor
temperature, humidity levels, power consumption,



alarms, and critical system status. Many times, if the
control center is actually physically located within the
data center, the control center and tape operations may
be the only areas consistently manned by data center
personnel.

For the purpose of the data center audit, we will
explore physical security and environmental controls;
system and site resiliency controls; policies, plans, and
procedures used in governing data center operations;
and controls that enable disaster preparedness.

Physical Security and Environmental Controls

Data centers incorporate several types of facility-based
controls, commonly referred to as physical security and
environmental controls, including facility access control
systems, alarm systems, and fire suppression systems.
These systems are designed to prevent unauthorized
intrusion, detect problems before they cause damage,
and prevent the spread of fire.

Facility Access Control Systems
Facility access control systems authenticate workers
prior to providing physical entry to facilities, with the
goal of protecting the information systems that reside
within the data center. Physical access control systems
use the same concepts as logical access control systems
for authentication based on something you know,
something you have, and/or something you are. For
example, the “something you know” may be a PIN code



for a door. The “something you have” might include
card-key systems or proximity badge systems, or you
may have a physical key to unlock a door. In some cases,
the access control system can be a standard key lock or
simplex lock, although you’ll see later that these are not
preferred stand-alone mechanisms for controlling access.
The “something you are” may include biometric devices
that read fingerprints, hand geometry, and even retina
characteristics to authenticate individuals who need to
enter the facility.

Access control systems may use a man-trap to enforce
the authentication mechanism. Man-traps consist of two
doors that are separated by a corridor or a small closet-
sized room. People entering the facility must first
authenticate to open the door that allows them to enter
the corridor. Once the first door closes behind them, they
must authenticate again to open the door leading to the
data center facility. The two doors cannot be open at the
same time. Even if someone is able to circumvent
security and gain access to the corridor via the first door,
the person will be effectively trapped when the access
control system blocks his or her access to the data center
itself.

Alarm Systems
Because fire, water, extreme heat and humidity levels,
power fluctuations, and physical intrusion threaten data
center operations, data centers should implement several
different types of alarm systems. Specifically, you will



normally see the following types of alarms:

•   Burglar alarms (with magnetic door, window, or
cabinet sensors; motion sensors; and sometimes
audio sensors)

•   Fire alarms (usually heat- and/or smoke-activated
sensors broken into zones that cover different
parts of the facility)

•   Water alarms (usually with sensors beneath the
raised floor, near bathrooms, or in water pipe
ducts)

•   Humidity alarms (normally with sensors dispersed
throughout the facility)

•   Power fluctuation alarms (with sensors that can
detect dips and spikes in the power grid)

•   Chemical or gas alarms (sometimes in battery
rooms and near air intakes)

These alarm systems usually feed into the data center
operations center. During an alarm condition, the
operator can drill down to specific sensors and reference
a surveillance camera to isolate the cause of a problem.

Fire Suppression Systems
Because of the large amount of electrical equipment, fire
is a major threat to data centers. Therefore, data centers
normally are equipped with sophisticated fire
suppression systems and should have a sufficient
number of fire extinguishers. Generally speaking, fire-


